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This is a ​pre-print​, in the pƐoĊess oİ undeƐıoinı aĊademiĊ puĉliĊation. 
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deǃelopment and deĊision suppoƐt moĉile app; assessment oİ methods oİ ĊǊĉeƐ tƐaininı; an eǃaluation oİ the Ɛole oİ the Diıital Media                                         
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Executive Summary 
The main objective of this project was to perform an evidence-based evaluation of the role of the Digital 
Media Investigator using feedback and comments from the Digital Media Investigators themselves. The 
motivation for the project emerged from the needs assessment that was performed as part of the CARI 
project (Schreuders et al, 2017), it was found that there was a general confusion and misunderstanding 
surrounding the role of the Digital Media Investigator. The scope for this project was the region of West 
Yorkshire. The objective will be achieved by reviewing all aspects of DMIs: 
x The role of '0,¶VLQ:HVW<RUNVKLUH3ROLFH
x How they are currently utilised
x How they could be utilised
x Training received versus required for the role
x Equipment available to DMIs
x Support/ training received after completion of DMI course
A literature review was performed to obtain an understanding of how cybercrime is tackled nationally 
and globally, followed by what is currently ongoing in the UK (policing specifically), in response to an 
increased cybercrime threat. The UK is also combatting cybercrime via frontline policing. Numerous 
forces in UK are now setting up cybercrime units in order to combat the rise of cyber-enabled crime 
and provide investigators with specialist knowledge in the preservation of digital evidence. 
The methodology adopted was to use the gaps identified in the needs assessment analysis to create the 
questionnaire for a survey, which was then administered to the Digital Media Investigators throughout 
West Yorkshire Police and the responses and analysis of the survey fuelled the focus groups to follow. 
Focus groups and interviews were then held with the DMIs, using a specific set of questions that were 
derived from the survey responses. 
The survey was distributed to 34 individuals and amongst them included Digital Media Investigators, 
the Digital Media Investigator trainers and the Digital Media Coordinator. The survey was 
compromised of 15 questions inviting both qualitative and quantitative responses from the participants. 
The response rate to the survey was 61.8%. Once the analysis was complete and the results were 
obtained, some of the observations made were: 
x The technical detail in the training course was poor and GLGQ¶Wcover key areas
x Equipment needed to perform the role is not readily available
x DMI role should be full time
x Technical support from specialised units
x There was no information sharing between different districts
The next stage of the evaluation involved using the results from the DMI survey to structure a series of 
focus groups and interviews with 10 participants from the following areas; district officers, specialist 
units and the Digital Media Co-ordinator. The subject areas covered were: training, equipment, full-
time (for and against), technical support from other units, information sharing, the work load of a DMI, 
role differences between the role profile and actual role performed. Some of the questions asked the 
respondent how they would want the role to be improved. The responses were analysed via a thematic 
analysis. The data recorded provided in-depth knowledge about each areas to help the elicitations of the 
observations. 
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Based on the observations made from the survey, focus groups and interviews, it was found that the 
Digital Media Investigator role is still going through a development phase and the main findings are: 
x Digital Media Investigators UHSRUWHG not havLQJ the time to perform as an officer and be an 
effectiveDigital Media Investigator
x $ PRUH structured implementation plan ZRXOG DVVLVW Digital Media Investigators
x Not enough people are aware of the capabilities of a DMI to help an investigation
x There is no formal, structured, continuous professional development plan put in place for DMIs
x The DMI survey concluded in favour for the position to be full-time
x It was identified that an important factor in the effectiveness of a Digital Media Investigator
was a passion and interest for technology 
Based on the findings of this research recommendations were proposed in the following areas: 
x Core duties of a DMI VKRXOGEHFOHDUO\ defined
x DMI Training ± introduce selection process, more refreshment days
x DMI Equipment ± standard hardware and software checklist
x DMI role
o Full time ± proactive assistance
o Part time ± role must be purely in an advisory capacity that is 
reactive
x DMI role profile based on core duties
x Support from specialised departments (e.g. CCT and DFU)
x Information sharing between DMIs 
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1.0 Introduction 
The goal of this project is to provide an effective evaluation of the role of the Digital Media Investigator 
using feedback and comments from the Digital Media Investigators themselves. This is in order to create 
an unbiased evaluation directly from the point of view of a Digital Media Investigator. 
1.1 Scope 
The scope for this project was the region of West Yorkshire. This was decided due to a mixture of 
reasons. The Digital Media Investigator is a role that the College of Policing released nationally, 
therefore if the scope were wider, it would not be possible to complete such a thorough evaluation under 
the current time constraints. By keeping to a scope of West Yorkshire, it would allow us to perform an 
in-depth analysis of the current state of Digital Media Investigators and explore all areas whether they 
be successful or problematic.  
1.2 Aims & objectives 
The aim of this project is to perform an evidence-based evaluation of the Digital Media Investigators in 
the West Yorkshire Police. This will be achieved by reviewing all aspects VXFKDV7KHUROHRI'0,¶V
LQ:HVW<RUNVKLUH3ROLFH+RZWKH\DUHFXUUHQWO\XWLOLVHG+RZWKH\FRXOGEHXWLOLVHG7UDLQLQJUHFHLYHG
YHUVXV UHTXLUHG IRU WKH UROH (TXLSPHQW DYDLODEOH WR '0,V DQG VXSSRUW WUDLQLQJ UHFHLYHG DIWHU
completion of DMI course. Through these aims we hope to better utilise and improve the effectiveness 
of the Digital Media Investigator within West Yorkshire Police. 
2.0 Research & Design 
During the needs assessment it quickly became apparent that there was a general confusion and 
misunderstanding surrounding the role of the Digital Media Investigator. Therefore a proposal was 
made to investigate and evaluate the role of the DMI within West Yorkshire Police. 
This section examines the research that took place before the project development stage, covering areas 
such as the review of literature and the research methodology. 
2.1 Literature review 
This project aims to evaluate the role of the Digital Media Investigator within West Yorkshire Police. 
However as the role is new, there was little information publicly available about it.  
The literature review will aim to look at how cybercrime is tackled nationally and globally, then 
analyse what is currently ongoing in the UK (policing specifically), in response to an increased cyber-
crime threat. 
Giles Herdale from the College of Policing stated that Cybercrime was a classified as a tier 1 national 
security threat in 2010 and recognised that within the next few years cybercrime is going to become a 
meaningless term and will just be referred to as crime. He also discusses that 3000 officers nationally 
will complete the Mainstreaming Cybercrime Course which provides insights into recognizing 
sources of digital evidence that can support any investigation and the Digital Media Investigator 
training which also provides knowledge to investigators about different sources of digital evidence 
(College of Policing, 2014).   
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Cyber Crime is a global problem and how it is dealt with varies by different governments and police 
forces. By recognizing the approaches implemented on a global scale, we can gain an increased 
understanding into how to handle and deal with Cyber Crime in the most effective manner possible. 
2.1.1 How the USA is tackling Cyber-Crime 
American forces are recognizing that cybercrime is now a part of every crime and certain capabilities 
need to set up in order to effectively investigate cyber-enabled crime and ultimately provide the best 
level of service to the public.  
The paper ³7KHUROHRIORFDOODZHQIRUFHPHQWDJHQFLHVLQSUHYHQWLQJDQGinvestigating cybercrimes 
´GLVFXVVHVZKDWODZHQIRUFHPHQWDJHQFLHVDUHGRLQJJOREDOO\WRKHOSFRPEDWF\EHUFULPH,W¶V
PDLQO\LQFOXGHV$PHULFDQDJHQFLHV)%,866HQDWHDQGORWVRIYDULRXVVWDWHSROLFHIRUFHVVKHULII¶V
offices) however it also includes responses from the UK (Greater Manchester Police). Key points 
from this academic paper by the Police Executive Research Forum cover topics such as: 
x Failures to Report Cybercrimes to Police
x Making Cybercrime a Priority
x Scale of the Crimes
x Jurisdictional Issues
x Task Forces
x Cooperation with Internet Service Providers and Private Corporations
x Partnerships with Universities
x Personnel Development
x Identifying Talented Personnel
x Cybercrime Training
x Police Executive Fellowship Program
x Police Department Network Security
x Community Education
The main points highlighted by the paper that are relevant to this project are the capabilities that 
forces are setting up in order to enable them to investigate cyber-enabled crime more effectively. 
Below are some examples from different forces in the USA, describing capabilities and solutions they 
implemented in order to better investigate and deal with cybercrime.    
Regional Computer Forensics Labs are labs created by the FBI in which there are 16 USA-wide. Each 
RCFL is staffed by 12 examiners and three support staff. The labs are available to any officers which 
require assistance with digital evidence. Due to the distance to the nearest RCFL, Kansas City police 
force decided to open their own forensics lab in order to improve turnaround times in which digital 
evidence can be examined. Half of the forensic labs services were to assist other agencies which 
created further waiting times for the force. Therefore the decision to create additional tasking hub 
which would handle low level downloads of devices such as phones, laptops and other common 
electronic devices was made. This allowed the faster extraction of digital evidence and if the device 
required more expertise it would be put into a queue and sent over to the forensics lab (Research 
Forum, 2014 p.27, 28).  
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The Police Director of the Newark Police hails social media investigators as an investment that will 
³SD\RII´$OLHXWHQDQWLQWKH,QWHOOLJHQFHXQLWPRQLWRUVVRFLDOPHGLDDQGSURYLGHVWKHPZLWKLQVLJKW
into where the next crime will occur which gives them a better chance at preventing it. He would like 
to see an expansion of this program in order for them to fully utilise what social media can provide to 
an investigation. (Research Forum, 2014 p.47). 
Lastly Toronto Deputy Chief Peter Sloly recognizes that local police agencies need to ³JHWLQWKH
JDPH´. The police response to cyber-enabled crime is very important as it can create an issue of 
community distrust which could lead to cyber-vigilantes investigating matters themselves thus shining 
a light on the inability of the police³&\EHUFULPHLVQRZSDUWRIHYHU\FULPHDQGZHLQODZ
HQIRUFHPHQWKDYHWREHLQWKLVJDPH´(Research Forum, 2014 p.16, 17, 18). 
2.1.2 How India is tackling Cyber-Crime 
New Delhi started addressing the growing rise of cybercrime by revamping their dedicated Cyber Cell 
by procuring state-of-the-art technology.  
7KLVXSJUDGHWRWKHF\EHUFHOOFDPHDIWHURIILFHUVDQQRXQFHGWKH\IHOW³KHOSOHVV´ZKHQWKH\IDFHG
investigations requiring high level cyber investigatory skills. They were forced to require on private 
investigators and external forensic lab as they were lacking the required computer expertise. 
The Cyber Cell will be equipped with dedicated data acquisition and access services along with 
forensic workstations (advanced workstations). The Cyber Cell will also be setting up digital 
intelligence servers which will help them connect all the systems of the cyber lab on to a single 
network and centralize the system for easier access (Shekhar, 2016).  
2.1.3 How the UK is tackling Cyber-Crime 
In order to combat the Cyber Crime, the UK set up the National Cyber Crime Unit (NCCU). The 
NCCU supports partners with specialist capabilities and coordinates the national response to the most 
serious of Cyber Crime threats.  
The National Crime Agency website (http://www.nationalcrimeagency.gov.ukGHILQHVWKH1&&8¶V
capabilities as: 
x ³3URYLGLQJDSRZHUIXODQGKLJKO\YLVLEOHLQYHVWLJDWLYHUHVSRQVHWRWKHPRVWVHULous incidents
of cybercrime: pursuing cyber criminals at a national and international level.
x Working proactively to target criminal vulnerabilities and prevent criminal opportunities.
x Assisting the NCA and wider law enforcement to pursue those who utilise the internet or ICT
for criminal means. This includes offering technical, strategic and intelligence support to
local and regional law enforcement, as well as supporting the training of the Cyber Crime
Units within each ROCU
x Driving a step-change in the 8.¶VRYHUDOOFDSDELOLW\WRWDFNOHF\EHUFULPHVXSSRUWLQJ
SDUWQHUVLQLQGXVWU\DQGODZHQIRUFHPHQWWREHWWHUSURWHFWWKHPVHOYHVDJDLQVWF\EHUFULPH´
(National Crime Agency, n.d.)
The UK is also combatting Cybercrime via frontline policing. Numerous forces around the country in 
UK are now setting up cybercrime units in order to combat the rise of cyber enabled crime and 
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provide investigators with specialist knowledge in the preservation of digital evidence. Digital Media 
Investigators are the latest addition to UK policing, they have been created in order to advise on the 
development of an effective technology and data strategy for any investigation and policing operation 
(Justice Inspectorates HMIC, 2015). 
2.1.4 Frontline Policing and Cyber-Crime 
As nearl\DOOFULPHQRZLQYROYHVDGLJLWDOHOHPHQWLW¶VLPSRUWDQWWKDWIURQWOLQHSROLFHRIILFHUVDUH
WUDLQHGWRUHFRJQLVHDQGGHDOZLWKDQ\F\EHUFULPHWKDWWKH\PD\HQFRXQWHU+HU0DMHVW\¶V
Inspectorate of Constabulary, 2014).  
Chapter 7 of the real lives, real crime document produced by the HMIC discusses how Digital Media 
Investigators assist police forces. Digital Media Investigators were introduced in order to assist 
frontline staff with dealing with digital evidence (Justice Inspectorates HMIC, 2015). 
There are a number of different models that forces have implemented in regards to the deployment of 
Digital Media Investigators. These are: 
x A centrally based, stand-alone unit of digital media investigators, with an additional out of
hours capability;
x Digital media investigators embedded within basic command units;
x Virtual teams of digital media investigators, comprising officers who have been appropriately
trained, and who are available to provide advice and guidance as required, but who are
deployed in other full-time posts.
The College of Policing announced in its May 2014 edition of the College newsletter that they want to 
end the specialism around investigating cybercrime in the police and make it a core part of every 
investigators work. Around 6,000 detectives are to be trained throughout 2014/15 and have also 
developed a series of e-learning and classroom based courses to mainstream cyber skills across the 
service. The online courses available to police officers include:  
x Digital Communications, Cybercrime, Social Media and Policing (Released April 2013)
x Cyber Crime and Digital Policing - Introduction (Released August 2013)
x Cyber Crime and Digital Policing - First Responder (Released September 2013)
x Cyber Crime and Digital Policing - Investigation (Released October 2013)
New guidance is also being developed regarding cyber enabled and cyber dependent crime and 
highlights local, regional and national capabilities. The guidance will cover reporting cybercrime 
which includes the role of action fraud, the initial response to online abuse and harassment as well as 
other cyber-enabled crimes, the preservation of evidence and digital forensics, specialist capabilities 
and management of complex investigations which includes international liaison (College of Policing, 
2014). 
2.2 Methodology 
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3.1 Needs assessment 
The initial needs assessment was conducted and held host to 19 focus groups and interviews with a 
comprehensive range of police officers and staff. The groups of officers and staff that took part in the 
needs assessment consisted of the: 
x Technical Support Unit
x Covert Authority Bureau
x Homicide Team
x Cyber Unit
x Economic Crime Unit
x Digital Forensics Unit
x Contact Communications Centre
x Neighbourhood Policing Team
x Divisional Control Room Supervisors
x Dedicated Source Unit
x Chief Inspectors
x Training Team
x Senior Investigators
x Head Of Communications
x Telecoms Unit
x Crime Researchers/Analysts
The needs assessment consisted of questions focused around subject areas such as: Role, Inputs, 
processes, outputs, outcomes, strengths, weaknesses, opportunities and threats. After the process was 
complete and the data analysis had begun, it became apparent that there were a number of issues raised 
regarding the Digital Media Investigator role. All of these issues came from other units in the police 
force, as none of the West Yorkshire Digital Media Investigators took part. 
The first issue highlighted from the needs assessment was that the Digital Media Investigator role was 
part-time, meaning that the officer still had their full duties to complete as well as additional digital 
media investigator duties. This was seen as potentially problematic as officers already have high 
workloads without the additional duties. 
Secondly, due to the part-time status of the digital media investigator, it made it difficult in order to 
implement any effective training relevant specifically to their role. This was interpreted as each Digital 
Media Investigator as having different skill sets and due to their role being part-time, meant it made it 
difficult to up skill all of the '0,¶VWRWKHVDPHVNLOOOHYHO 
Training was a point that was brought up on numerous occasions that discussed that the Digital Media 
,QYHVWLJDWRUWUDLQLQJZDV³REVROHWH´DQG³RXWRIGDWH´ 
Lastly it was noted that overall more Digital Media Investigators were needed throughout the force. 
There are already thirty two Digital Media Investigators within West Yorkshire and six of those are 
housed within the Cyber Crime Unit. This leaves twenty six Digital Media Investigators out at police 
districts and within Protective Services Crime.  
The points mentioned above are all from different units from within the West Yorkshire Police and 
were raised during the needs assessment process. This feedback will provide this project with the base 
it needs, in order to formulate key high impact surveys that will help us further identify other subject 
areas of significance.  
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3.2 Identification of further subject areas 
)XUWKHUUHVHDUFKidentified DUHDVwhich can help strengthen the overall evaluation of the Digital Media 
Investigator. The areas identified are as follows: 
x 7KHUROHRI'0,¶VLQ:HVW<RUNVKLUH3ROLFH
x Training received versus required IRUWKHUROH
x Equipment available to DMIs;
x Support/training received after completion of DMI course. 
These were seen as extensions of some the issues identified during the needs assessment. For example, 
training was brought up a lot during the needs assessment therefore it was imperative that training 
formed a main part of the evaluation. 
The remaining subject areas were chosen because they are stand-out variables that affect the 
effectiveness of the role of a Digital Media Investigator. By evaluating these additional areas we can 
create a survey that not only covers the basics surrounding the role, but the concerns about the role from 
other units within the West Yorkshire Police Force. 
3.3 The Digital Media Investigator survey 
When creating surveys, it is important to make sure the data that is obtained, is useful. In this case, we 
were aiming to identify further subject areas of interest surrounding the DMI role therefore, it was 
critical that the questions reflected this aim. 
The subject areas seen above in the body of this report formed the categories that the survey questions 
were to be structured around. Keeping these in mind, a survey was created using a mixture of qualitative 
and quantitative survey questions. The survey can be seen below in figure 2.  
The Digital Media Investigator Survey 
Are you Police Officer or Police Staff? 
1. What background experience, did you have that made you feel that you were suited to the role
of a DMI (this may be from previous roles, jobs, hobbies etc.)? (Freetext)
2. In your opinion, what is the most important technical skill that a DMI can have to enable them
to work to the highest standard? (Freetext)
3. (Police Officers only) Do DMI duties interfere with your existing officer duties?
(Scale: Yes/No)
a. If yes, in what way? (Freetext)
4. (Police officers only) What proportion of your time do you spend on DMI duties?
(Scale: 100% DMI, 80% DMI/20% other, 60% DMI/40% other, 50%/50%, 40% DMI/60%
Other, 20% DMI/80% other, 100% other)
5. (Police Officers only) From your experience do you feel the DMI role should be full time?
Scale: yes/no.
a. Why do you say that? (Freetext)
6. Have you received any training that enables you to carry out the role of DMI
a. If yes, what was the training? (Freetext)
b. If yes, how would you rate the DMI training you have received in terms of :
i. The relevance of the topics covered
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ii. The level of technical detail
iii. The time allocated for training
iv. The regularity of courses
(Scale: Very poor, Poor, Fair, Good, Excellent). 
,I\RXKDYHJLYHQDQ\UDWLQJVRISRRURUYHU\SRRU«SOHDVHSURYLGHIXUWKHUGHWDLOVVRWKDW
we can understand what needs to be done to improve DMI training in the future (please 
include the name of the course you are commenting on).  (Freetext) 
7. What aspect of the role do you feel the least confident with?
8. What technical support, if any, did you receive following the initial DMI training course (e.g.
from other specialist HQ departments)?
9. What resources do you use for support as a DMI? (e.g. where do you go for help)
10. How often is there an exchange of information between DMIs from different districts?  (Scale:
At least once per week, approximately once per month, approximately once per quarter,
approximately once per year, there is no information exchange)
11. What technical equipment do you have available to you in your role as a DMI? Eg. Non-
attributed machine, Ethernet cable, USB drives, digital camera.
12. Is all the equipment you need for your role as a DMI readily available to you (Scale: Yes/No)
and if no what is not available. (Freetext)
13. Have you got any additional comments or suggestions about the equipment available to you,
for example quality, reliability, access etc.)
14. Please see above for the College of Policing Digital Media Investigator Role profile. Do your
duties as a DMI accurately reflect this role profile? (Scale: YES/NO)
3.4 Dissemination 
3.4 Dissemination 
The survey was distributed to 34 individuals and amongst them included Digital Media Investigators, 
the Digital Media Investigator trainers and the Digital Media Coordinator in the West Yorkshire Police 
Force on the 19/09/2016. 
The survey was setup to remind the invited participants to complete the survey if they had not already 
done so, seven days after they had received it (26/09/2016). The deadline to complete the survey was 
two weeks, this was set in order to keep the project in line with our timescales defined in the project 
delivery plan.  
The survey was compromised of 15 questions inviting both qualitative and quantitative responses from 
the participants. There were 9 quantitative questions that involved participants selecting a predefined 
answer and 5 free text qualitative questions where the participant could in their own words answer the 
question. Several of the predefined quantitative questions contained an additional part where a 
participant could provide additional free-text detail to explain fully why an answer was selected.  
3.5 Results 
From the thirty four survey invitees, we received twenty one responses in total. This was calculated as 
a 61.8% response rate. Eighteen respondents identified themselves as police officers whereas three 
identified themselves as police staff. It was important that in regards to the Digital Media Investigator 
Figure 2 
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role that we captured the views of police officers and staff that both perform the role, in order to obtain 
the widest range of feedback possible. The results are as follows: 
x RI'0,VUHSRUWWKDW'0,GXWLHVLQWHUIHUHZLWKH[LVWLQJRIILFHUGXWLHV
x RI'0,VUHSRUWWKDWWKHLUWLPHLVVSHQWRQ'0,DQGRQRWKHU
x RI'0,VUHSRUWWKDWWKH\GRQRWVSHQGDQ\WLPHRQ'0,GXWLHV
x RI'0,VWKLQNWKDWWKHUROHVKRXOGEHIXOOWLPH
x IHHOWKHUROHVKRXOGQRWEHIXOOWLPH
x RI'0,VKDYHUHFHLYHGVRPHWUDLQLQJWKDWHQDEOHVWKHPWRSHUIRUPWKHUROH7KHPDLQ
FRXUVHVVHHQDUH
- '0,WUDLQLQJFRXUVH
- 0DLQVWUHDPF\EHUFULPHFRXUVH
- GD\:L)LFRXUVH
x UHSRUWWKHUHLVQRLQIRUPDWLRQVKDUHEHWZHHQGLIIHUHQWGLVWULFW'0,V
x RI'0,VUHSRUWWKDWDOOWKHHTXLSPHQWWKH\QHHGWRSHUIRUPWKHUROHLVQRWUHDGLO\DYDLODEOH
WRWKHP
x $SSUR[LPDWHO\VSOLWIHHOWKDWWKHUROHSURILOHLVLVQ¶WDQDFFXUDWHUHIOHFWLRQRIWKHUROH
RIWKH'0,'0,VWKDWIHOWWKHUROHGLIIHUHGIURPWKDWRIWKHUROHSURILOHKDGWKHIROORZLQJWR
UHSRUW
- 2QO\DGYLVRU\DGYLFH632&DQGKDYHQHYHUEHHQDVNHGWRFRPSOHWHDQ\LWHPVUDLVHGRQ
WKHUROHSURILOH
- 9LHZHGDVDQRSHQVRXUFHDQGVRFLDOPHGLDGRZQORDGHU
- 'RQRWJHWWRVLW LQRQVHULRXVDQGFRPSOH[FULPHFDVHVIURPWKHRXWVHW +RVWLOLW\IURP
RWKHUVZKRIHHOWKHUROHLVWDNLQJDZD\IURPWKHLURZQ
- '0,VZLOOVWUXJJOHWRGHOLYHUKLJKTXDOLW\LQYHVWLJDWLRQVZLWKRXWDFFHVVWRXSWRGDWHDQG
FDSDEOHHTXLSPHQW
x .HHSLQJXSWRGDWHZLWKVNLOOOHYHOVDQGWKHODWHVWWHFKQRORJ\ZDVUDLVHGDVWKHPRVWLPSRUWDQW
WHFKQLFDOVNLOOD'0,FDQSRVVHVV$QDFWLYHLQWHUHVWSDVVLRQLQWHFKQRORJ\ZDVWKHQH[WKLJKHVW
ZHLJKWHG
x '0,GXWLHVLQWHUIHUHE\DGGLQJWRWKHH[LVWLQJZRUNORDGRIWKHRIILFHUDQGPHDQWKH\FRXOGEH
DEVWUDFWHGDWDQ\WLPH
x '0,VWKDWDQVZHUHG³\HV´WRZKHWKHURUQRWLIWKHUROHVKRXOGEHIXOOWLPHIHHOWKLVLVEHFDXVH
- :RXOG EH EHWWHU HTXLSSHGH[SHULHQFHG LI IXOO WLPH 8S WR GDWH ZLWK OHJLVODWLRQ EHVW
SUDFWLFHV OHDUQ QRW ³UXVW\´ XQGHUVWDQGLQJ LQLWLDOO\ WKDW WKH\ZRXOG EH IXOOWLPH EHVW
LQIRUPDWLRQ±DFFXUDWH
- 5ROHQRW\HWXVHGWRIXOOSRWHQWLDOPLVVHGRSSRUWXQLWLHVQRDZDUHQHVV
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x '0,VWKDWDQVZHUHG³QR´IHHOWKLVLVEHFDXVH
- '0,VZRXOGZRUN0RQGD\WR)ULGD\DQGWKH\VKRXOGEHDYDLODEOH
- 1RWHQRXJKZRUNWREHFRPHDIXOOWLPHUROHUHPLWQHHGVWRFKDQJHWREHFRPHIXOOWLPHQHHG
PRUH ZRUNORDG QHHG PRUH WUDLQLQJ LQ DOO DUHDV UDWKHU WKDQ WU\LQJ WR VHOIOHDUQ WR
XSVNLOOZRUNORQJKRXUV7KHUROHLVLQ³LQIDQF\´DVRIILFHUVGHSDUWPHQWVGRQ¶WQHFHVVDULO\
XQGHUVWDQGZKDWD'0,FDQGRIRUWKHLULQYHVWLJDWLRQ
x '0,VIHOWWKHOHDVWFRQILGHQWZLWKWKHIROORZLQJ
- 3URGXFLQJVWUDWHJ\ORJVSROLF\ORJV
- 6HDUFKLQJRWKHUVRFLDOPHGLDZHEVLWHVDSSOLFDWLRQVDQGREWDLQLQJLQIRUPDWLRQIURPVRFLDO
PHGLD
- %HLQJXWLOLVHGLQDKLJKSULRULW\VLWXDWLRQZLWKRXWHQRXJKVKDGRZLQJOLYHH[SHULHQFH(J
KLJKULVNPLVSHUPXUGHU
x 7KHXQLWVPRVWXWLOLVHGE\'0,VIROORZLQJWKH'0,FRXUVHDUH
- 7HOHFRPVXQLW
- &\EHUFULPHXQLW
- 'LJLWDO)RUHQVLFXQLW
- &$%
x '0,VKDYHUHSRUWHGWKDWWKH\XVHWKHIROORZLQJUHVRXUFHVIRUVXSSRUWUHJXODUO\
- &\EHU7HDP
- 2WKHU'0,
V
- 7HOHFRPV
- ,QWHUQHW
- 'LJLWDO)RUHQVLF8QLW
- 32/.$'0,&RPPXQLW\
x '0,VUHSRUWHGWKDWWKH\KDYHQRHTXLSPHQWDYDLODEOHIRUWKHPWRXVH2WKHUUHVSRQVHV
LQFOXGHGLQRUGHURIPRVWZHLJKWHG
- 86%
- &DPHUDHTXLSPHQW
- 1RQDWWULEXWDEOHPDFKLQH
- 6PDUWSKRQH
- /DSWRS
- (WKHUQHWFDEOH
- :L)LSULQWHU
- 7DEOHW
- 6WDQGDORQHFRPSXWHU
- )RUFHQHWZRUNHG3&
V
- 0,),
- &RYHUW:L)L
- +''
- &DEOHV
- 1RQDWWULEXWHGSKRQH
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x 7KHPDMRULW\RI'0,VUHSRUWHGWKDWWKH\KDGQRHTXLSPHQWDYDLODEOHWRXVHIRUHQTXLULHV2WKHU
KLJKZHLJKWHGDQVZHUVUHJDUGLQJHTXLSPHQWWKDWZDVQRWDYDLODEOHLQFOXGHG
- &DPHUD
- 1RQDWWULEXWHGPDFKLQH
- (WKHUQHWFDEOH
- 86%
- /DSWRS
- :L)L
- 6WDQGDORQHPDFKLQH
- /DSWRS
- :HEVLWHVFUHHQUHFRUGLQJVRIWZDUH
x 7KH'0,VZHUHDVNHGWRSURYLGHDGGLWLRQDOFRPPHQWVRUVXJJHVWLRQVDERXWWKHHTXLSPHQW
WKDWLVDYDLODEOHWRXVH7KHKLJKHVWZHLJKWHGDQVZHUWKDWWKH\UHSRUWHGZDVWKHIDFWWKDW
WKHUHZHUHQRODSWRSVOLPLWHGHTXLSPHQWWR'0,VRXWDWGLVWULFW2WKHUUHVSRQVHVLQFOXGHG
%HWWHUDFFHVVWRV\VWHPV&'$$1356ORZ81DWWULEXWDEOHFRQQHFWLRQOLQHV
7DEOHVKRZLQJ'LJLWDO0HGLD,QYHVWLJDWRU7UDLQLQJWDNHQGLUHFWO\IURPWKHVXUYH\ 
7KH'0,VZHUHDVNHGWRSURYLGHH[SODQDWLRQVLIWKH\KDYHUHVSRQGHGZLWKSRRURUYHU\SRRU7KHWRS
UHFXUULQJWKHPHVLQFOXGHG 
x 1R IROORZ XS WUDLQLQJ '0,V IHOW WKH\ ZHUH ORVLQJ VNLOOV GXH WR QRW EHLQJ XWLOLVHG
LPPHGLDWHO\KDYLQJQRIROORZXSWUDLQLQJWRFRQVROLGDWHOHDUQLQJ
x 7KH WHFKQLFDO GHWDLO ZLWKLQ WKH '0, FRXUVH ZDV SRRU DQG GLGQ¶W FRYHU NH\ DUHDV :L)L
5RXWHUV265
x )HOWWKDWWKHFRXUVHMXVWWDXJKWWKHPKRZWRILOOLQ5,3$IRUPV
x )HOWWKHFRXUVHZDVSLWFKHGWRWKHZURQJOHYHO(LWKHUDLPWKHFRXUVHDWWHFKQLFDOPLQGV
RUFRPSOHWHQRYLFHV'XHWRPHWKRGVSUDFWLFHVEHLQJH[SODLQHGRQDYHU\EDVLFOHYHO
DVVRPHGLGQRWXQGHUVWDQG
If Yes, how would you rate 
the DMI training you have 
received in terms of: 
Very Poor Poor Fair Good Excellent 
Freq. % Freq. % Freq. % Freq. % Freq. % 
The relevance of the topics 
covered 0 0.0% 2 10.0% 0 0.0% 12 60.0% 6 30.0% 
The level of technical detail 2 10.0% 2 10.0% 7 35.0% 8 40.0% 1 5.0% 
The time allocated for training 1 5.0% 1 5.0% 6 30.0% 9 45.0% 3 15.0% 
The regularity of the courses 4 20.0% 5 25.0% 8 40.0% 3 15.0% 0 0.0% 
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3.6 Observations 
The Digital Media Investigator survey overall, was a success. Once the analysis was complete and the 
results were obtained, initial observations were made. Firstly the response rate of the Digital Media 
Investigators which totalled at 61.8%. The expectation was that it would have been higher due how 
much this project would be in the Digital Media Investigators interests, however as the project 
GHYHORSHGLWFDPHWRWKHUHDOLVDWLRQWKDWWKH'0,¶VKDYHYHU\OLPLWHGDYDLODELOLW\VRWKHUHVSRQVHUDWH
may be a result of a too small time frame window to complete the survey. The method of survey delivery 
could have also impacted upon this, however distribution via email (under current time constraints) was 
felt as the best method to deliver the survey. 
At first glance the results highlight a number of potential issues that would need to be investigated 
further.  
The first observation was regarding the Digital Media Investigator training. As seen above in the Digital 
Media Investigator survey, participants who had given poor/very poor as a response were then asked to 
fill out a free text box explaining in more detail as to why they had responded that way. Some of the 
top recurring themes seen here were: the technical detail in the course was poor and GLGQ¶Wcover key 
areas, the course only taught how to correctly fill in RIPA forms and that the course was pitched at the 
wrong level. Additional comments, although not directly related to the question asking to rate the 
various aspects of the training, included, that there was no follow up training to the DMI course, 
therefore DMIs felt they were losing skills/ becoming de-skilled.  
The next observation seen during the analysis of the data was that 62% of the Digital Media 
Investigators that partook in the survey reported that all the equipment needed to perform the role is not 
readily available. As 62% is a majority weighting, the decision to explore the situation surrounding 
equipment available to DMIs was taken. Other evidence supporting the decision to use equipment as a 
further subject area were seen through questions which discussed the equipment was currently available 
and which was not.  
61% of respondents think that the role of the Digital Media Investigator should be full time. This area 
was highlighted due to the part time status of the role currently. Due to these findings, it became clear 
that it needed to be explored further in order to find out first-hand from an operational level, about 
whether the DMI role would work better if made into a full time role.    
As the Digital Media investigator role is only part-time, it means police officers are having to often 
balance the demands from the usual role (criminal investigations/specialist unit) alongside being tasked 
with additional DMI duties. The survey concluded that 56% of respondents feel that DMI duties 
interfere with existing officer duties and that for the majority of respondents, their time is split up 20% 
and 80% across DMI and officer duties respectively. This was chosen for further investigation in order 
further to explore how Digital Media Investigators are managing two very demanding workloads.  
Several questions from within the survey explored which resources and units Digital Media 
Investigators made use of the most and received support from, while performing their role. Various 
different units and resources were listed. Observing this, it became clear that we could explore what 
units the DMIs themselves thought would be the most beneficial to them and their development.  
When the survey was created, the researchers wanted to gauge how much information sharing took 
place between Digital Media Investigators from different police districts. The idea was to try and see if 
there were any existing information shares and whether or not the DMIs would find this beneficial. 
While the survey data was being analysed it was discovered that 57.1% of respondents reported that 
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there was no share of information whatsoever between different districts. Due to this the decision was 
taken to further explore this area in order to try and establish how information is shared between DMIs. 
The last question of the survey asked if the role profile of the Digital Media Investigator is an accurate 
reflection of the role of the DMI. The respondents answered 50/50 with the same number of responses 
for/against. This was chosen as an area to review further due to the split decision. 
Once the survey data had been extracted and analysed it became apparent that these were the main key 
areas that needed exploring further in more depth. These subjects will form the base in order to create 
a set of questions that would then be used to within a series of focus groups.  
4.0 Development: Digital Media Investigator focus groups & 
interviews 
The next stage of the evaluation involved using the results from the Digital Media Investigator survey 
in order to structure a series of focus groups and interviews. These will help to explore the areas that 
were identified in the survey, in much more depth. 
4.1 Design 
During this stage of the project several focus groups and interviews took place with Digital Media 
Investigators from various sectors of West Yorkshire Police. Twenty-one participants took part in filling 
out the Digital Media Investigator Survey, therefore it was aimed to get least half of this populous to 
take part in the focus groups and interviews.  
The sample size in total was 10 participants which were questioned over five one to one interviews and 
2 focus groups. This was decided due to time constraints and the nature of a DMIs work and how un-
predictable it can be. Participants fell into the following categories: district officers, specialist units and 
the Digital Media Co-ordinator (at the time of study).  
In section 3.6, observations are made about subject areas of interest that could be investigated further 
during this stage of the project. All seven subject areas of note were chosen to be explored throughout 
the focus groups and one to one interviews. These subject areas are: training, equipment, full-time (for 
and against), technical support from other units, information sharing, the work load of a DMI, role 
differences between the role profile and actual role performed.  
While conducting the focus groups and interviews, the only variable that was controlled, were the 
questions that were asked throughout. The data that was obtained was taken through note-taking. This 
felt the most appropriate due to the sensitive nature of some the questions and topics. Recording the 
responses may have been seen as intimidating and could have skewed the data. 
4.2 Focus group and interview plan 
The focus group and interview plan was designed using the subject areas discussed above. See below 
for the breakdown of the focus group and interview plan.  
(Subject areas are underlined) 
Training (all) 
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- If you were to design the Digital Media Investigator training course, what would you
include? (Suggestions already made are WiFi, OSR, and Routers. The course currently
includes RF, telecoms data, RIPA forms, digital forensic unit submission forms and
financial checks form).
Equipment (all) 
Highlighted in the survey 62% of respondents answered no in relation to if the equipment needed to 
perform the DMI was readily available. 
- What are some of the problems you face when it comes to sourcing and using equipment to
perform the DMI role? How did/do you overcome them?
- From the training you have received and your practical experiences, what equipment do
you think you require?
Full Time - for and against (All) 
³:RXOGEHEHWWHUHTXLSSHGH[SHULHQFHGLIIXOOWLPH8SWRGDWHZLWKOHJLVODWLRQEHVWSUDFWLFHs, learn, 
QRW³UXVW\´XQGHUVWDQGLQJLQLWLDOO\WKDWWKH\ZRXOGEHIXOO-time, best information ± DFFXUDWH´ 
- Do you agree with full time? If so, how could it work? (thoughts)
- How are DMIs currently tasked/allocated crimes? (Is there a process within your district
(tasking form) or other methods?
Role Differences (Employees that perform as both a DMI and another duty only) 
An advice SPOC/Social Media Downloader was mentioned numerous times throughout the previous 
study as to how DMIS felt they differed from the official role profile.  
- How do you view the role of the DMI and where it could lead to?
Technical Support from other units (all) 
The units listed below have been obtained directly from the survey. These are listed as the most common 
places DMIS seek help from. (List of units) 
- Are there any other units where you have received support that are not present on this list?
- Is there anything specific you would like from any of those departments?
Information Sharing (Employees that perform as both a DMI and another duty only) 
57% report that there is no information share between different district DMIs. 
- Do you think that collaborating with other DMIs to share information would be beneficial?
- How/why?
Work-load (Employees that perform as both a DMI and another duty only) 
56% of DMIs report that DMI duties interfere with officer duties. 
- How do you manage your workload alongside performing DMI duties?
(Allow for additional comments at the end of the focus group/interview) 
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Each focus group and interview followed this structure except when certain questions did not apply to 
that DMI. This could be because they are a civilian instead of an officer or they are do not routinely 
carry out and receive DMI duties, for example the Digital Media Co-ordinator.  
When the interview with the Digital Media Co-ordinator took place, the following changes were made 
to the structure of the focus group/interview plan: 
Equipment 
- What equipment do you think they should have?
Work-load 
- How do you think a workload could be managed alongside DMI duties?
These changes were made due to the fact that the Digital Media Co-ordinator is a non-operational 
Digital Media Investigator and the questions would not apply to them.   
4.3 Analysis 
The data was analysed via a thematic analysis. This involved looking at each of the subject areas for 
each of the focus groups and interviews, then looking for the common themes seen within the data. 
These results will be used in order to highlight any potential areas for significant improvement or more 
effective utilisation of the DMI. 
The analysis was performed using spreadsheet/calculus software which allowed the separation of the 
different topics of discussion. This allowed the cross-analysis of different results that were under the 
same topic name. Common themes were then extracted. 
4.4 Observations 
For each of the subject areas identified above in section 4.2, a thematic analysis was undertaken. These 
were subsequently broken down by the subject areas that were being investigated. Throughout the focus 
groups and one to one interviews there were often cross-category discussions. For example while on 
the subject of training, often thoughts surrounding the role of the DMI would appear. For the purpose 
of clarity, cross category discussions are being allocated to the relevant subject areas. 
4.4.1 Digital Media Investigator Training 
Through the thematic analysis of this subject area, various findings were observed. Firstly, the analysis 
suggested that the in order to attend the Digital Media Investigator training course (nationally run by 
the College of Policing), that a more stringent selection process is put into place. The analysis implied 
that certain Digital Media Investigators felt that in some cases, baseline knowledge was not fully 
established by attendees, subsequently having a negative impact on the course and others present. The 
Mainstream Cyber Crime Training FRXUVHZDVDOVRPHQWLRQHGRQVHYHUDORFFDVLRQVDVDQ³REYLRXV´
prerequisite. 7KLVPD\EHODUJHO\GRZQWRWKHIDFWWKDWVRPHDWWHQGHHVZHUH³SXVKHGLQWR´EHFRPLQJD
DMI without any pre-knowledge in that area or have no general interest in technology itself.  
In addition to improving the selection process for Digital Media Investigator, it was highlighted by the 
DMIs that an interest in technology is key in order to succeed in role. This was due to the rapid pace in 
which technology is changing and in order to maximise the success of the DMI, the DMI must be up-
to-date.    
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Secondly the Digital Media Investigators felt that the course content could be improved, as the course 
only covered an overview of what was expected of a Digital Media Investigator which appeared to be 
basic and bland in comparison to performing the role. Digital Media Investigators felt that the course 
was focused more on strategy building due to the scenario-based theme.  It was also noted that the 
FRXUVHKHDYLO\IRFXVHGRQDUHDVGHHPHG³XQQHFHVVDU\´7KLVZDVSDUWLFXODUO\DLPHGDWWKHDPRXQWRI
different form filling exercises there are throughout the training course as Digital Media Investigators 
felt they already had sufficient knowledge in these areas.  
Through conducting the various focus groups and interviews, feedback regarding the level of technical 
detail on the DMI training course was poor. Digital Media Investigators felt that the course may have 
included current technology trends, how to secure digital evidence, router downloads and open source 
research whereas instead it was telecommunications heavy. Other feedback simply summarised the 
FRXUVHDV³VKRFNLQJO\EDG´DQGWKDt based on the content, the course was ³pointless´. Upon completion 
of the DMI training course, Digital Media Investigators felt that they had not gained anything new and 
WKDW³QRWKLQJZDVGHOLYHUHGDQGHYHU\WKLQJZDVSURPLVHG´ 
The Digital Media Investigators highlighted that currently there is no mandatory portfolio to complete 
in order to remain a Digital Media Investigator. Some suggested that introducing a portfolio would 
ensure a standardisation of DMI skills throughout the force. Additionally, it would allow the 
introduction of a mandatory continuous personal development (CPD) program for all DMIs. The 
program could tie in into the portfolio and unsuccessful completion of the CPD would mean the 
accreditation of the DMI is revoked. 
4.4.2 Digital Media Investigator Equipment 
Highlighted in the survey 62% of respondents answered no in relation to, if the equipment needed to 
perform the DMI was readily available. Upon analysis of this subject area, there were obvious findings. 
Firstly, Digital Media Investigators highlighted that equipment, in order to perform to the full extent of 
the role, was lacking and Digital Media Investigators have a hard time sourcing equipment. Digital 
Media Investigators reported that no kit was available to them and to them and in order to complete 
duties they have to use old, slow, force machines.  Feedback received around sourcing equipment was 
generally negative, including responses like ³QR VHW HTXLSPHQW´ ³QR HTXLSPHQW JHQHUDOO\´ DQG
³HTXLSPHQWLVQRQ-H[LVWHQW´ 
Another issue raised through this discussion was that WKHUHLVQ¶WPXFK funding that goes into supplying 
Digital Media Investigators with the tools they require for the role, one quote stated ³divisions/units 
ZRXOGUDWKHUVSHQGPRQH\HOVHZKHUH´6RPH'0,VUHSRUWHG, that in order to get around the lack of 
equipment, that they would spend their personal money on equipment, so that they can perform the role 
duties. It was also noted that if DMIs had the full support of their supervision, then acquiring equipment 
may not be as much of an issue. This was apparent when discussing equipment with Digital Media 
Investigators from different districts/units and hearing that a handful have the equipment available and 
some do not.  
In the focus groups and interviews, Digital Media Investigators were asked what equipment they require 
for the role. The findings that were observed are as follows: Mozilla Firefox (Internet Browser 
software), standalone laptop, kit bags, USB devices, external hard drives, non-attributable Wi-Fi 
connection, equipment to perform router downloads (Ethernet cable, standalone laptop). 
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4.4.3 Information Sharing between Digital Media Investigators 
57% of survey participants reported that there is no information share between different district DMIs. 
Due to this Digital Media Investigators were then asked if they thought collaborating between different 
districts would be beneficial to them. The findings observed were generally positive, with the majority 
of Digital Media Investigators in favour of some sort of information sharing system. 
One of the popular ideas put forward was for the DMIs to have regular meetings and share examples of 
good DMI work (case studies). This was a very recurrent theme seen through the data gathered. Recent 
DMI networking events organised within force and by the College of Policing were also well received, 
WKHRQO\GUDZEDFNEHLQJWKDWWKH\ZHUHQ¶WPRUHUHJXODU. 
The Police Online Knowledge Area was reportedly utilised by Digital Media Investigators for when 
they required assistance. Although this reportedly used, suggestions were made to implement a 
POLKA-like system for DMIs within West Yorkshire.   
In-force refresher days for Digital Media Investigators were also suggested as a way of keeping Digital 
Media Investigators up to date. This was proposed as a method of reinforcing skills that may not have 
been immediately utilised after DMI training and as a means of further DMI networking opportunities. 
4.4.4 Support for Digital Media Investigators 
Digital Media Investigators were next asked to review a list of departments/units within West Yorkshire 
Police who have provided support to DMIs throughout their time in role. The departments are as 
follows: 
x &\EHU&ULPH7HDP
x 7HOHFRPV
x 'LJLWDO)RUHQVLF8QLW
x 32/.$'0,&RPPXQLW\
x (FRQRPLF&ULPH8QLW
x &$%8QLW
x 7HFKQLFDO6XSSRUW8QLW
When discussing what certain units could do to support DMIs further, numerous issues/suggestions 
were brought forward. 
)LUVWO\'0,VIHOWWKDWFHUWDLQXQLWVDUHWU\LQJWR³HPSLUHEXLOG´ where they are protecting skills and not 
allowing other units/DMIs certain capabilities. DMIs felt that this was having a negative impact and 
creating an atmosphere where people do not want to deal with those units. DMIs also reported that units 
could be more friendly, supportive and open to deal with others. Another concern raised through the 
analysis was that Digital Media Investigators are sometimes put off going through certain departments 
due to the wait time and back log. 
Several suggestions and improvements came out through this discussion, praising all of the different 
units and departments mentioned above. One unit in particular was mentioned through the survey and 
the focus groups/Interviews was the cyber-FULPHXQLW4XRWLQJDQH[FHUSWIURPWKHDQDO\VLV³7KH&\EHU
Crime TeDPDUHWKHJRWRSHRSOH´7KH\DOVRVXJJHVWHGWKDWWKHF\EHU-crime unit could have a more 
proactive role in helping to develop new skills by providing inputs and other various training. 
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In addition to the cybercrime unit having a hand in performing additional inputs, the Digital Media 
Investigators also stated that this would be beneficial if other units were to do the same. Spending time 
with each of the departments was also noted as something that would be beneficial to a DMI, allowing 
them to see how the unit operates and get some face-to-face time with the staff operating there.     
Occasionally DMIs will borrow equipment from other units/departments within force in order to 
perform the duties of the role. This was taken as a positive due to the collaboration between 
units/departments. However, this shows some of the issues that were brought up in the discussion 
around Digital Media Investigators equipment, regarding them having little or no access to any.   
4.4.5 The Role Profile for the Digital Media Investigator 
7KHQH[WTXHVWLRQGLVFXVVHGWKH&ROOHJHRI3ROLFLQJ¶V official role profile, for what is expected of a 
Digital Media Investigator. Please see appendix IRUWKH&ROOHJHRI3ROLFLQJ¶VUROHSURILOHRID'LJLWDO
Media Investigator.  
Through analysis of the survey, Digital Media Investigators felt they were more of an advice 
SPoC/Social Media downloader instead of how the role profile perceives them. Due to this, the 
differences between the actual role and the role profile of the Digital Media Investigator was 
investigated.  
Firstly, Digital Media Investigators felt that the role profile was too extensive for an officer to perform, 
especially while expected to retain normal officer duties. 2QH'0,TXRWHG³:HFDQ¶WEHDMDFNRIDOO
WUDGHV´ZKLOHUHIHUring to the extensive DMI role profile. If Digital Media Investigators were expected 
to meet the entirety of the role profile, that they would need protected time in which they could do 
courses, stay up-to-date and increase their learning. There were also suggestions around making the 
skills listed on the role profile as prerequisites of the role.  
Secondly, most of the Digital Media Investigators interpreted the role as an advisory and not a practical 
role. Meaning that they are offering their expertise and advice but not directly dealing with digital 
enquiries. This was also mentioned when speaking to DMIs about their workload and how it impacts 
on their Digital Media Investigator duties. 
Finally, some 'LJLWDO0HGLD ,QYHVWLJDWRUVKDGQ¶WEHHQXWLOLVHG DWDOl, therefore could not accurately 
respond to this question.  
4.4.6 Digital Media Investigator; Full time or part time 
Digital Media Investigators were next asked if the role of the DMI should be full-time or remain a part-
time role. When discussing whether or not the role should be full time or be kept as a part time, we 
received arguments, for and against. 
Most Digital Media Investigators were in favour of the role being full-time, this supported what was 
seen through analysis of the survey, which was that 61% of DMIs think the role should be full time. 
Supporting anecdotes from DMIs included: ³)XOOWLPHUROH´³6KRXOGEHIXOOWLPHRWKHUUHJLRQV
DUH´³,IJLYHQQHFHVVDU\VXSSRUWDQGHTXLSPHQWIXOOWLPHUROHFRXOGEHEHQHILFLDO´ 
Digital Media Investigators felt that if the role was full time, they would be able to perform the DMI 
duties a lot more regular, allowing them to gain confidence in their skills and develop them further. 
They would also be able to take a more practical role instead of being an advisory SPoC for technical 
enquiries. 
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If a full time role was implemented, DMIs put forward suggestions of how it could be implemented and 
executed. A core team of full time Digital Media Investigators, that become a force asset. This would 
allow a formal DMI tasking process which could be centrally managed by a line manager and would 
mean that DMIs could be deployed as a co-ordinated response.  
One other immediate benefit of making the role of a DMI full time, would be the alleviation of an 
additional workload. Many of the DMIs when discussing the current state of the DMI role, felt that 
DMI duties were suffering due to the level of work they were dealing with (officer duties). An anecdote 
from one DMI stated ³'0,HQTXLULHVDUHRIWHQLPSRVVLEOHWRGRZLWKRWKHUMREV´, another stated ³,W¶V
hard enough to keep up-to-GDWH ZLWK P\ FXUUHQW UROH OHW DORQH DQRWKHU´.  One Digital Media 
Investigator said, while discussing how the role was currently implemented (part-time), that, ³,GRQRW
understand why they did LW OLNH WKLV´. Another suggestion was that a core team of Digital Media 
Investigators could help remove pressure from small technical departments such as the Cyber-crime 
Unit and the Digital Forensics Unit by taking on lower-level enquiries from those departments.  
Additionally, if a Digital Media Investigator was expected to meet the entirety of the role profile, it 
would be advantageous to be in a full time DMI role, to allow sufficient CPD and learning time, to meet 
the requirements. 
Generally the feedback around making the role full-time was positive for the reasons mentioned in the 
above section. One anecdote stated that ³$IXOO-WLPH'0,UROHZRXOGEHDIDQWDVWLFMRE´.   
On the other hand, not all Digital Media Investigators agreed that the role should be full-time and some 
opposed the idea. They argued that, if the DMI role were to become full time, then they would have to 
ILQGWKHLURZQZRUNEHFDXVHWKHUHZHUHQ¶WHQRXJKUHTXHVWVWDVNLQJ¶V for DMI duties.  
Another counter-argument was that some police RIILFHUVHQMR\WKHLUUROHDVDSROLFHRIILFHUDQGZRXOGQ¶W
want to give up the variety of work, as the role is part-time currently, it allows them to perform two 
roles simultaneously. 
Finally, some of the Digital Media Investigators reported that they woulGQ¶WZDQW WRJLYHXSDFWLYH
policing for more computer-based work. Referring to the fact that a lot of Digital Media Investigator 
Enquiries will be computer based. 
4.4.7 Digital Media Investigator Work-Load 
7KH'LJLWDO0HGLD,QYHVWLJDWRU6XUYH\KLJKOLJKWHGWKDWWKHPDMRULW\RI'0,VUHSRUWWKDW'0,
GXWLHVLQWHUIHUHZLWKH[LVWLQJRIILFHUGXWLHV6SHDNLQJWR'LJLWDO0HGLD,QYHVWLJDWRUVDURXQGWKLVVXEMHFW
EURXJKWXSDQXPEHURILVVXHV 
'LJLWDO0HGLD,QYHVWLJDWRUVUHSRUWHGWKDWEHFDXVHWKH\KDYHWRPDQDJHDQRIILFHUZRUNORDGDORQJVLGHD
'0,ZRUNORDGWKDWWKH\IDFHQXPHURXVSUREOHPV7KH\UHSRUWHGWKDW'0,HQTXLULHVDUHVXIIHULQJDQG
DUHRIWHQLPSRVVLEOHGXHWRPDQDJLQJDQRIILFHUZRUNORDGDORQJVLGH$QRWKHULVVXHUDLVHGZDVWKHIDFW
WKDWVRPH'0,VDUHKDYLQJWRFRPHLQWRZRUNHDUO\LQRUGHUWRVWD\RQWRSRIWKHLURIILFHUZRUNORDG
FUHDWLQJDSRRUZRUNOLIHEDODQFH 
7KHLPSDFWRIEHLQJERWKDQRIILFHUDQGD'0,LVSDUWLFXODUO\IHOWRQVPDOOUXQWHDPVVPDOOGHSDUWPHQWV
7KLVLVGXHWRVWDIIEHLQJDEVWUDFWHGLQRUGHUWRSHUIRUP'0,GXWLHV,WZDVDOVRUHSRUWHGWKDWVXSHUYLVLRQ
DUHQ¶WDOZD\VVXSSRUWLYHZKHQ'0,VDUHWDNHQDZD\IURPRSHUDWLRQDOOLYHSROLFLQJ7KHTXRWH³%HLQJ
D'0,LVJUHDWLI\RXDUHQHHGHGZLWKLQ\RXUGHSDUWPHQWKRZHYHUQRWSOHDVHGZKHQ\RXQHHGWRDVVLVW
RWKHUXQLWVGHSDUWPHQWV´'0,VKDYHHYHQVDLGWKDWRFFDVLRQDOO\EHLQJD'0,LVTXLWHLQFRQYHQLHQW
ZKHQSHUIRUPLQJURXWLQHRIILFHUGXWLHV 
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+DYLQJDQRIILFHUZRUNORDGZKLOHEHLQJD'0,RIWHQPHDQWWKDW'0,VZHUHORRNLQJWRDGYLVHRQGLJLWDO
HQTXLULHVZKHUHSRVVLEOHLQRUGHUWRVDYHWLPHHQVXULQJWKHLURZQZRUNORDGGRHVQRWVXIIHU7KLVDIIHFWV
ERWK WKH VHUYLFH DQG VNLOOV RI WKH'0,7KLV FRXOG EH EHFDXVH WKH'0,VZKR DUH DIIRUGHG WLPH WR
FRPSOHWHWKHGXWLHVRIWKHUROHPD\GHYHORSDQGXOWLPDWHO\JLYHDEHWWHUVHUYLFHWKDQD'0,ZKRPD\
RQO\JHWWRSHUIRUPWKHGXWLHVDGKRFGHSHQGLQJRQWKHLUZRUNORDGDWWKHJLYHQWLPH'XHWRWKLVLW
FRXOGSRWHQWLDOO\OHDGWRYDULRXV'0,VZKRDUHPRUHVNLOOHGWKDQRWKHUVDQGRIIHULQJDQXQVWDQGDUGLVHG
VHUYLFH 
5.0 Conclusions 
In conclusion, the Digital Media Investigator role is still going through a development phase. To 
summarise the following, were the main findings observed. 
%DVHGXSRQUHVSRQVHVIURPDigital Media Investigators LWGRHVQRWDSSHDUWKDW WKH\do not have the 
time to perform as an officer and be an effective Digital Media Investigator. It has been found that in 
order to perform to the full extent of either role, another must suffer. This could be that DMIs are 
never being utilised due to the demands of their main role or that they are being used effectively as a 
DMI, but having to work later/longer in order to stay on top of their main role. The role of the 
Digital Media Investigator is extensive and commands a lot of knowledge around the area of 
Digital Investigations, this also has an impact on officers/staff who are trying to perform both roles 
simultaneously. Due to the demands from the required knowledge and the ever-changing pace of 
technology, Digital Media Investigators are under a lot of pressure to ensure this is kept up-to-date. 
This is not always practically possible especially if protected time for learning is not always available.  
It has also been observed that tKHUHZDVQ¶WD SURDFWLYH implementation plan put in place for Digital 
Media Investigators within West Yorkshire Police. Digital Media Investigators that were trained, 
simply re-joined their department. During that time they have been either proactive/reactive in 
receiving DMI duties or not been tasked at all. It was also found that the majority of active Digital 
Media Investigators do not have sufficient equipment available to them in order to perform their role 
effectively, resulting in hours wasted trying to find workarounds or a loss in the level of service they 
are able to provide as a DMI. When reviewing the role profile it was found that the demand of it was 
extensive and that Digital 0HGLD,QYHVWLJDWRUVKDYHQ¶WEHHQ WROGVSHFLILFDOO\ZKDW'0,¶VVKRXOGRU
VKRXOGQRWEHGRLQJ7KLVKDVresulted in un-standardised Digital Media Investigators throughout the 
force as soPH'0,¶VKDYHKDGmore training and are performing complex duties in comparison to a 
Digital Media Investigator that is barely or never utilised. 
It was found that there could be more education around the role of the DMI and what value it can bring 
to an investigation. It was observed that if more people were aware of the capabilities of a DMI then 
the higher the impact the specialised role would have on investigations. This would also have a positive 
impact on securing future investment for Digital Media Investigators. 
Through this research it was discovered that there is no formal, structured, continuous 
professional development plan put in place for Digital Media Investigators that is compulsory. It 
was raised that there are have been local networking events for Digital Media Investigators within 
West Yorkshire and WKDW WKH&ROOHJH RI 3ROLFLQJ RIIHU µ'0,¶ GD\V WKDW DLP WR UHIUHVK NQRZOHGJH
+RZHYHUWKHUHLVQRIRUPDOtraining plan which outlines set DMI duties and what training they 
need in order to meet those requirements. This would help ensure a standardisation across DMIs in 
West Yorkshire and allow the completion of portfolio. This would also help protect the integrity of 
the work performed by the Digital Media Investigators as it would help ensure DMI duty 
competencies.  
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As there is currently no formal, structured, continuous development plan in place for Digital Media 
Investigators, a point was raised which discussed the fact within the next five years Digital Media 
Investigators may become out-dated. This would be due to next generation police officers who have 
grown up amidst technology and what is current specialist technical knowledge may have become 
mainstream knowledge. This is a concern which needs to be addressed as it would mean the specialism 
of Digital Media Investigators would be lost. Implementing a structured development plan for Digital 
Media Investigators, will circumvent this and allow the role to remain a specialist technical role. 
There has been a mixture of responses surrounding the topic of fulltime vs part-time in regards to the 
role of the Digital Media Investigator. Arguments have been put forward for both a full time role and a 
part time role. However, the Digital Media Investigator survey concluded in favour for the position to 
be full-time. As there was a mixed response seen throughout the focus groups/interviews, this was 
deemed more reliable as it covered a larger sample of DMIs. Therefore this report can conclude that the 
majority of Digital Media Investigators feel that the role should be a standalone, full-time role. 
Lastly, through this research, it was identified that an important factor in the effectiveness of a Digital 
Media Investigator was a passion and interest for technology. Mentioned throughout the Digital Media 
Investigator survey and the focus groups/interviews. This skill was seen to recur in almost each and 
every session while featuring heavy throughout the survey beforehand. 
6.0 Recommendations 
This section aims to outline some recommendations, based on the findings from this research. 
6.1 Digital Media Investigator Training 
x Introduce a selection process for the Digital Media Investigator Training course that has a
pass/fail requirement in order to ensure those undertaking the role have a sufficient vested
interest. This would subsequently ensure only those who are committed to the success of the
DMI role get selected.
x Introduce a two-tier DMI course (basic and advanced). To cater for Digital Media
Investigators who may already possess a lot of the core knowledge.
x Once the role is fully defined (the core duties of a DMI has been decided upon) tailoring a
training course to meet those needs could be put together.
x Education produced around what a Digital Media Investigator can offer an investigation and
the value of investing in a DMI.
x More examples and case studies included on future training courses to give Digital Media
Investigators real world examples.
x Create and run more Digital Media Investigator refreshment days within West Yorkshire.
This could potentially be run in conjunction with training school, providing refresher training
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in the various skills a DMI should be performing. Prior to these, surveys/questionnaires could 
be completed in order to see what skills may need a refresher. 
x More experienced Digital Media Investigators could act as trainers for less-experienced
DMIs. This could be some sort of shadowing, whereby the less-experienced DMI would
accompany a more experienced DMI to get first-hand experience in the role. A competency
check could also be introduced and administered through this method.
x Introduce a mandatory portfolio that must be completed and maintained in order to keep the
Digital Media Investigator certification. This would give the role more integrity as completing
and maintaining a portfolio requires core competency in all areas of Digital Investigations.
6.2 Digital Media Investigator Equipment 
In order to implement the recommendations around what equipment Digital Media Investigators need 
to have at their disposal, firstly the core duties of a Digital Media Investigator must be defined. 
Once the above has been satisfied, the recommendations to be implemented are as follows: 
x Standard equipment checklist can be introduced in line with the duties that will be performed.
For example, if a core duty of a Digital Media Investigator would be to examine routers then
equipment that allow a DMI to do so must be provided.
x Standard software checklist can be introduced in line with the duties that will be performed.
For example, if a core duty of a Digital Media Investigator would be to examine large
amounts of call data records, then software allowing DMIs to do so can be implemented.
x Implement policies in order to ensure the equipment and software is being correctly used and
the data is being correctly managed and stored in line with force policy.
x Work with Information Security and other technical units (Cyber, Digital forensics) in order
to ensure that certain pieces of equipment (USB, External Hard drives) are used with force
systems safely and appropriately.
x Work with Information Security and other technical units (Cyber, Digital forensics) to
implement procedures for storing data obtained from Digital Media Investigator equipment.
For example, a central database for housing router downloads or live memory captures.
x If no more duties are defined and there is no change to the Digital Media Investigators remit
then based on their current role they may require the following equipment: Mozilla Firefox
(Internet Browser software), standalone laptop, kit bags, USB devices/external hard drives,
non-attributable Wi-Fi connection, equipment to perform router downloads (Ethernet cable,
standalone laptop).
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6.3 Digital Media Investigator; Full time or part time 
The next section discusses recommendations for both a full-time and part-time Digital Media 
Investigator role. 
6.3.1 A full-time Digital Media Investigator role 
Create a full-time Digital Media Investigator role that can perform specialised functions: 
x Proactive assistance on technical enquiries ± DMIs able to work within the district,
providing real-time assistance on cyber-enabled or enquiries involving a digital element.
x Proactive assistance where-possible regarding the Regulatory Investigatory Powers Act
(RIPA) and helping ensure officers and staff are compliant while conducting digital
enquiries.
x The ability to attend scenes alongside frontline officers to offer assistance with the
preservation and seizure of Digital Evidence.
x Able to be abstracted with minimal impact in order to assist on high-level enquiries looking
for potential digital lines of enquiry.
x Allow the implementation of a structured continuous professional development plan and
mandatory portfolio.
x Enable the Digital Media Investigators to be a force/district resource with their own in
house Digital Media Investigator operating procedures.
x Enable a formal Digital Media Investigator tasking process, giving insight into
performance and demand, to senior management.
x More time and care spent on digital enquiries due to less pressures IURPDQRIILFHU¶V
workload, providing a better public service.
x Allow Digital Media investigators to learn from one another and discuss duties/ideas with
ease. At the moment Digital Media Investigators are spread out throughout different
departments and districts.
6.3.2 A part-time Digital Media Investigator role 
If the Digital Media Investigator role is kept part-time, the role must be purely in an advisory capacity 
that is reactive. This will allow officers the ability to manage their normal workload without 
additional enquiries. However, the research has shown us that by keeping the role purely advisory that 
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an officer workload will still suffer. This is due to the nature of an advisory role and not knowing how 
long advisory abstractions may take. 
x The role will remain reactiveDVWKHGHPDQGVRIDQRIILFHU¶VZRUNORDGPDNHLWGLIILFXOWWR
take on additional duties.
x Protected time for DMIs in order to remain up-to-date and on top of the required continuous
professional development, in order to be an effective Digital Media Investigator.
x The role should be purely advisory as the additional Digital Media Investigator duties add
WRWKHSUHVVXUHVRIDQH[LVWLQJRIILFHU¶VZRUNORDGDQGLVYHU\GLIILFXOWto manage.
6.4 Digital Media Investigator Role Profile 
x Using the role-profile (see appendix) define what duties should be core Digital Media
Investigator duties.
x Create a new role-profile based the duties identified and start implementing supporting
training/equipment based on it.
6.5 Digital Media Investigator Support 
x Technical roles and departments such as Cyber-Crime and Digital Forensics could prepare
inputs and training around new techniques and skills for Digital Media Investigators.
x Digital Media Investigators would benefit from visiting other various departments within
West Yorkshire Police. This has already been done with the Cyber-Crime unit and the Digital
Forensics Unit however, it was reported that it would be very beneficial to mirror this with
other departments, letting DMIs see how they work and where they could help one another.
6.6 Information sharing between Digital Media Investigators 
x In-force refresher and networking days. This was proposed as a method of reinforcing skills
that may not have been immediately utilised after DMI training and as a means of further
DMI networking opportunities.
x Creating a system similar to POLKA in which in-force Digital Media Investigators can
communicate on and offer advice to one another.
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9.0 Appendix 
Digital Media Investigator (DMI) role profile 
Purpose The Digital Media Investigator (DMI) is embedded within major investigation or serious 
organised crime investigation teams, rape teams and, if required by the LEA, can be deployed 
locally to support local investigation teams on volume crime.  DMIs will collate and coordinate 
on all matters related to CD and other technology media.  The DMI will obtain contributions 
from SPoCs, Digital Forensics, Open Source and other technology teams and support the related 
elements of analysis and case preparation. They will author the technology and data component 
of the overall operational strategy and ensure execution of the strategy in partnership with other 
stakeholders. 
Key Outcomes 
Accountable For
 Development of an effective technology and data strategy for investigation / operation
 Timely and effective input from SPoC, Digital Forensics, Open Source and
ANPR/CCTV functions into investigation / operation to meet technology and data 
strategy 
 Appropriate management of digital media within investigation / operation to meet
prosecution needs, including development of appropriate evidence as well as disclosure
of appropriate excess information
Main 
Responsibilities 
Development of technology and data strategies 
 Lead the development of the technology & data strategy (developed in conjunction with
Analyst, SPoC, Digital Forensics, Open Source and other relevant technology functions
and channelled into the overall strategy managed by the SIO)
 Lead in the development of a digital profile for a victim, witness or suspect on an
investigation
Coordination of expert inputs 
 Coordinate returned digital media products with related products from
ANPR/CCTV/Financial Investigation teams
 Co-ordinate the input of expert witnesses such as cell site engineers or RF technicians to 
support work around communications data
 Provide guidance to SIOs / Investigators on the application of technology in
investigations / operations
 Take guidance and input from experts in SPoC Unit, Open Source, Digital Forensics
and other technology teams and feed this into the investigative process
 Use these inputs to prioritise workload to be passed to the SPoC Unit, Open Source and
Digital Forensics teams
 Coordinate meetings, discussions, planning and review sessions between SPoCs,
Analysts, Open Source, Digital Forensics and ANPR/CCTV functions as part of the
investigative or intelligence gathering / analysis process, including maintaining minutes, 
actions and keeping a record of all technology and data lines of investigation
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CD acquisition and exploitation 
 Manage delivery against the technology and data strategy
 Where required, prepare CD applications on behalf of investigations or operations, with
guidance from SPoCs, for submission to the SPoC Unit and/or support advanced TLOs
in doing this
 Discuss, analyse and evaluate returned CD with Analysts, SPoCs and Investigators
feeding the result into the investigative process in line with the technology and data
strategy
 Liaise with major incident rooms (Receiver and Action Manager) on appropriate
technology and data actions
Prosecution and disclosure 
 Work closely with Prosecutors (as well as the Analyst and SIO where applicable) on the 
technology and data elements of the case and the preparation of evidence, drawing on
SPoC, Digital Forensics, Open Source and ANPR/CCTV other technology team
expertise to ensure evidential files and products are fit for purpose
 Handle excess data appropriately, assess its impact on the case and take relevant action
to ensure that it is passed to the Disclosure Officer where required in accordance with
CPIA
Knowledge sharing and continual improvement 
 Identify and action opportunities for continual improvement in the input of SPoCs,
Open Source, Digital Forensics in investigations, sharing these ideas using provided
processes and systems (via the DMI Lead where one exists)
 Use agreed processes and systems to share knowledge and experience gained with CD
users both within and across LEAs
Reports Into Senior Investigating Officer (SIO)/Deputy SIO 
Skills 
 Strong, competent investigative skills
 Ability to develop clear, concise articulate technology and data strategies
 Ability to complete a CD application form to the right level of detail for the type of
request
 Ability to build strong working relationships with other teams e.g. Open Source, Digital
Forensics, SPoC
 Basic skills in Excel and data manipulation / analysis e.g. filters and pivot tables
 Ability to use the LEA workflow system to submit applications
 Ability to present and communicate information clearly to all levels (both written and
verbal)
 Ability to plan and prioritise high workloads with limited supervision
 Ability to challenge and influence the SIO, being able to successfully articulate the
rationale behind the challenge
 Ability to apply RIPA and other legislation in practice to guide the acquisition of CD
and other digital media
 Skills in management and coordination of multiple inputs from multiple individuals and
teams
Knowledge 
 Remain up to date on the techniques used by SPoCs, Analysts, Digital Forensics and
Open Source teams through networking with these teams and other DMIs and
33  
understand how these techniques can be applied together and the possibilities / 
limitations of using them 
 Understand the application of ANPR, CCTV and financial analysis to support digital
media investigations
 A strong knowledge of RIPA and its applicability to investigations/intelligence
operations
 Understanding of non-RIPA data available
 Knowledge of different technology and data types
 Strong understanding of investigative and prosecution processes and how to prepare
cases / evidence
 Knowledge of disclosure procedures and CPIA
 Good understanding of the PII Process and procedures relating to sensitive methodology 
(not LI)
 Knowledge of the grading system for CD
 Understanding the implications of retaining CD and other media for intelligence
purposes and the implications for its use as evidence in subsequent investigations and
prosecutions
 Knowledge of how CD and other media can be used as evidence to show corroboration,
correlation, common purpose, chronology, similar fact evidence, presence etc
 Knowledge of emerging technology, trends and how it impacts on data acquisition and
media collection
 Knowledge of exhibits management and how to give evidence
Experience 
 Practical experience of working on a broad range of investigations, including some with
a data and technology focus (Essential)
 Experience of working in an environment where networking is critical (Desirable)
 Experience of influencing senior individuals (Desirable)
 Experience of working on a Major Investigation Team/Serious Organised Crime
Investigation Team or local Criminal Investigation Team (Essential)
 Experience of utilising capabilities of SPoC / Open Source / Digital Forensics teams
(Desirable)
 PIP Level 2 trained police investigator (or equivalent accreditation in other LEAs)
(Desirable)
Special conditions  An affinity and aptitude for communications technology
 Completion of relevant training relating to the role of DMI such as Core Skills in
Communications Data training course, Open Source /  Digital Forensics awareness
training etc
 Attendance of any DMI CPD and refresher training, technology / media seminars /
conferences and networking events
 The role requires receiving an appropriate level of clearance and can be a police or
civilian officer
 The role may be full time for major crime cases, and will be a dedicated role within the
team or part time alongside delivery of other responsibilities, depending on the LEA
organisational model and resource availability
